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1. Introduction
The purpose of this document is to set out the 
procedures and utilities needed to implement 
and secure Microsoft Edge against the risks to 
which it may be exposed.

For this purpose, a series of steps and instructions are provided to 
enable the browser to be configured manually. A configuration file 
is also provided to apply security measures and thus facilitate the 
possibility of implementing security.

In the development of this guide, the Microsoft Edge Stable program 
installer in Version 102.0.1245.33 (Official 64-bit version) for 
Windows operating systems was used. This configuration is also valid 
for the Microsoft Edge Business version.

Regardless of which version you choose, Stable or Business version 
of Microsoft Edge, both correspond to the same build, with the only 
difference being that the Business version does not require an internet 
connection for installation.
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Microsoft Edge will 
replace the Internet 
Explorer browser in 
Windows environments 
as the default browser.

2. Microsoft Edge web 
browser

Microsoft Edge was initially built with Microsoft’s own EdgeHTML and 
Chakra engines. In 2019, Microsoft Edge was rebuilt as a Chromium-
based browser, using the Blink and V8 engines. These engines provide 
better security and a better look and feel.

Microsoft Edge will replace the Internet Explorer browser in Windows 
environments as the default browser starting with the 1709 distribution 
of Windows 10 and in the new Windows 11 operating system.

Microsoft Edge is available for free download from the Microsoft 
website. It is also deployed by default on Windows 10 and Windows 11 
operating systems with no download required.

NOTE : Additional information about the end of support for Internet Explorer 11 and the replacement by 

Microsoft Edge is available via the following link:

https://blogs.windows.com/windowsexperience/2021/05/19/the-future-of-internet-explorer-

on-windows-10-is-in-microsoft-edge/
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2. Microsoft Edge web browser

An internet connection is required to download the installer, as for 
the browser installation process. If the computer on which Microsoft 
Edge is installed does not have an internet connection, you will need to 
download the full browser via the “Business” version of the browser, 
using the alternative link provided by Microsoft for this purpose.

You can also install and update the Microsoft Edge browser from the 
Windows Update tool of the Windows operating system, manually by 
downloading the latest version from the Microsoft website or from the 
Microsoft Edge settings panel itself.

In this regard, Microsoft Edge must have the latest security-related 
software updates installed. If the latest security-related software 
updates for Microsoft Edge are not applied, this would be considered a 
critical security flaw.

NOTE: The downloading of the browser will be carried out later on, more specifically in the point “2.3 

DOWNLOAD”. However, a download link from the manufacturer of the Business version of the browser 

is provided below, as this guide is based on the stable version of the browser:

https://www.microsoft.com/es-es/edge/business/download
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2. Microsoft Edge web browser

Microsoft Edge offers a major release cycle cadence of four (4) weeks, 
but the effective duration of supported support for a stable channel 
release is approximately twelve (12) weeks.

Security updates and maintenance updates are only available in the 
latest version of the “Stable” version and the latest version of the 
“Beta” channel. If you are using older versions of Microsoft Edge, you 
are likely to miss out on the latest quality and security updates.

The following is a summary of the different versions of Microsoft Edge:

Microsoft Edge

The Stable Channel is designed for wide deployment in the organisation and is the 
channel that most users should be on. It is the most widespread of the releases and is 
the result of the stabilisation of the feature set available in the previous version of the 
Beta Channel. New features are shipped approximately every 4 weeks. Security and 
quality updates are shipped as needed.

NOTE: Additional information on the product lifecycle can be found at the following link: 

https://docs.microsoft.com/es-es/deployedge/microsoft-edge-support-lifecycle

2.1 Versions
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2. Microsoft Edge web browser

Microsoft Edge BETA

The Beta Channel is intended for production testing deployment to a representative set 
of users. This channel provides a great opportunity to validate that configurations or 
requirements work as expected in an environment. If a problem is found, it is possible 
to fix it before the release is published in the stable channel. Like the Microsoft Edge 
release new features are shipped approximately every 4 weeks. Security and quality 
updates are shipped as needed.

Microsoft Edge DEV

The DEV channel is intended to help plan and develop the latest updates to Microsoft 
Edge, but at a higher quality than the Canary channel. This channel is used to get an 
early look at what’s new and prepare for the next Beta release.

Microsoft Edge Canary

The Canary channel is updated daily and is the most cutting-edge of all channels. If 
you want to access the latest features, they will appear here first.

Microsoft Edge Business

This version is the same Microsoft Edge browser that is used in the stable version. The 
difference is in how it is deployed and managed. IT administrators can download this 
version to install the Microsoft Edge browser through an .msi installer and manage 
their organisation’s browsers through group policies.
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2. Microsoft Edge web browser

To find out which version of Microsoft Edge is installed on a device, 
follow the steps below:

Start Microsoft Edge, and click on the  button       at the top right of 
the browser. Then click on “Settings” in the panel that appears. Then 
go to the “About Microsoft Edge” section. The version number of the 
installed version will be displayed below the name of Microsoft Edge, as 
shown in the image below:

2.2 Minimum requirements
The following are the minimum system requirements necessary to 
implement Microsoft Edge:

Supported operating systems (32-bit and 64-bit versions). 

Windows 7
Windows 8.1
Windows 10 Professional 1709 and later
Windows 10 Home 1709 and later
Windows 10 Enterprise 2015 LTSC
Windows 10 Enterprise 2016 LTSC
Windows 10 Enterprise 2019 LTSC
Windows 11 Professional
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Windows 11 Enterprise
Windows 11 Home
Windows Server 2008 R2
Windows Server 2012
Windows Server 2012 R2
Windows Server 2016 (LTSC)
Windows Server 2019 (LTSC)
Windows Server (SAC)
macOS Sierra 10.2 or higher
iOS 11 or higher
Android KitKat4.4 or higher
Linux (Ubuntu, Debian, Fedora and openSUSE)

2. Microsoft Edge web browser

NOTE: Additional information on supported operating systems is available via the following official 

manufacturer’s link: 

https://docs.microsoft.com/es-es/deployedge/microsoft-edge-supported-operating-systems

Recommended hardware requirements:

Recommended minimum requirements for the installed 64-bit operating 
system.
Recommended minimum requirements for the installed 32-bit operating 
system.
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2. Microsoft Edge web browser

2.3 Download

In some cases, for example in the Windows 10 Pro and Home operating 
systems, Microsoft Edge is already installed by default and integrated 
with the operating system.

The following is the process to follow to download the Microsoft Edge 
browser on computers that do not have it installed by default and 
require it to be installed:

Passage Description

1.
To download the programme from the official source, please use the following 
link:

https://www.microsoft.com/es-es/edge

2.

Download the browser version according to your operating system.

CCN-CERT BP/26: Microsoft Edge security recommendations 11

https://www.microsoft.com/es-es/edge


2. Microsoft Edge web browser

Passage Description

3.

The downloaded file will appear in the location you have determined, depending 
on the configuration set in the browser you are using.

The red box in the image corresponds to the normal download of the installer that 
requires an internet connection (Used during the guide).

The yellow box in the image corresponds to the download for offline computers, 
where Microsoft Edge offers the Business solution for offline installations.
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2. Microsoft Edge web browser

2.4 Installation and initial configuration

To install Microsoft Edge, perform the following steps:

Passage Description

1.

Run the downloaded file by double-clicking on it, either in the version that requires 
an internet connection (Used during this guide) or the version without internet 
connection.

2.

To begin with the installation of Microsoft Edge, elevation of privileges is required.

To do this, click on the “Yes” option in the pop-up window (“User Account Control”) 
or enter the user with privileges to install if required.
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2. Microsoft Edge web browser

Passage Description

3.

Once allowed to run, it will download and install automatically.

4. After completing the installation, on the first start-up, a welcome window will 
appear where security settings must be made.

5.

In the first Microsoft Edge configuration window check the option “Start without 
your data”.
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2. Microsoft Edge web browser

Passage Description

6.

In the second Microsoft Edge configuration window, check the option “Continue 
without this data”.

7.

On the next screen, configure access to recent scan data. Tick the “Do not allow” 
option to restrict such access and click on “Confirm and continue”.
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2. Microsoft Edge web browser

Passage Description

8.

Finally, in the web adaptation settings, tick the option “Do not allow” to prevent 
Microsoft from using your browsing information. Click on “Confirm and start 
scan”.

9.
After these settings, several browsing windows will open, one of which is oriented 
towards the aesthetic customisation of the browser. You can ignore them and 
continue with the next section.
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2. Microsoft Edge web browser

2.5 Configuration guidelines

The Microsoft Edge browser has a graphical interface for editing its 
usage and security settings.

To access the configuration interface, start Microsoft Edge and click 
on the  button         at the top right of the browser. Then select the 
“Settings” section, where the user-editable configuration options will 
appear.

An alternative method to access the configuration interface is to type 
“edge://settings/profiles” in the address bar.

The Microsoft Edge browser enables automatic synchronisation with 
Microsoft services, allowing users to, among other things, automatically 
synchronise various items such as bookmarks, open tabs, passwords, 
extensions, etc. 

This information is stored in the Microsoft account provided by the user 
for this purpose. It should be noted that in order to avoid privacy and 
security problems, it is recommended to disable this functionality in the 
browser.

Once the browser is installed, follow the steps below to make the basic 
language setting and disable the spell checker, so that no user data is 
collected by these methods:

2.5.1 Synchronisation and basic language settings 
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2. Microsoft Edge web browser

Passage Description

1.

In the “Profiles” section, and whenever possible, deletion of any synchronised 
accounts is recommended to prevent disclosure and/or collection of the 
information collected.

This is not impeded by the existence of profiles to differentiate the use of the 
browser.

2.

In the “Settings” menu, in the “Languages” section, access the “Check spelling” 
section. Disable the option “Enable spell check”.
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2. Microsoft Edge web browser

In this section, the settings to be taken into account will be indicated, 
so that the data stored in the browser are not exposed to possible 
unwanted attacks and to prevent them from being stored directly.

Each of the steps to be followed for the proper configuration of this 
section is described below:

2.5.2 Profile section

Passage Description

1.
Because of the way credentials are stored, it is possible that a malicious attacker 
could gain access to user accounts and/or use “Stored Credentials” for unwanted 
logins. 

2.

To avoid such misuse, disable the option “Ask if you want to save your passwords” 
in the “Profiles” section under “Passwords”:

CCN-CERT BP/26: Microsoft Edge security recommendations 19



2. Microsoft Edge web browser

Passage Description

3.

Then click on the option “More configuration options” and disable the option 
“Show the “Show password” button in the password fields”.

4.
The “Payment methods” information is an attractive element for attackers 
looking to make fraudulent use of it and, therefore, it is recommended not to have 
this information stored in the Microsoft Edge browser to avoid being the target of 
malicious attacks.

5 .

Disable the option “Save and fill in payment information”, as shown in the image 
below, in the “Profiles” section under “Payment information”:

6.
As in the previous case, the storage of information, although not critical, can 
provide an attacker with relevant information about the user’s movements, actions 
or other considerations.
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2. Microsoft Edge web browser

Passage Description

7.

To prevent the use of this information, disable the following options:

+	“Save and fill in basic information”.
+ “Save and fill in personalised information”.

These can be found in the “Profiles” section, under “Personal information”:

8.

In addition to the aforementioned configuration, the following options must be 
disabled in each of the aforementioned sections of the profiles section:

+	 “Microsoft Rewards” section:
  • Disable “Earn Microsoft Rewards in Microsoft Edge”.

+	“Profile preference” section:
  • Disable “Allow single sign-on for professional or educational sites using this 
profile”.
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2. Microsoft Edge web browser

In this section, the privacy, search and service options will be configured 
to avoid obtaining unwanted and/or required information and to limit 
the functionalities of the services offered through the browser.

The settings to be configured are described below:

2.5.3 Privacy, search and services section

Passage Description

1.

In the “Privacy, search and services” section itself, in the “Privacy” section, 
disable the “Send “ do not track ” requests” option, as shown in the image below:

Note: When this option is activated, a 

dialogue box will appear, click “Submit 

request” to continue.

CCN-CERT BP/26: Microsoft Edge security recommendations22



2. Microsoft Edge web browser

Passage Description

2.

In the same section, disable the option “Allow sites to check if you have saved 
payment methods”.

3.

Next, in the “Optional diagnostic data” and “Customise your web experience” 
sections, make sure that both options are disabled as shown in the following 
image:
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2. Microsoft Edge web browser

Passage Description

4.

Continuing in the “Privacy, search and services” section, in the “Services” 
section, the following options related to web services functionalities offered by 
Microsoft Edge will be disabled, as shown in the following image:

5.

Next, some settings must be defined that define the behaviour of the browser 
when the use of the browser is terminated so that the files generated by the 
browser during its execution are deleted.

This encourages the loading of the latest versions of the pages visited, as well 
as the updated configuration for the website, on subsequent visits to the site, 
improving overall browsing security.
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2. Microsoft Edge web browser

Passage Description

6.

To do this, in the “Privacy, search and services” section, in the “Clear browsing 
data when closing” section, enable the “Cookies and other site data” option as 
shown in the following image:

Note: There are some pages that require third party cookies to function 

properly. If you detect that a page is not working as expected, you may need 

to enable third-party cookies for it to work properly or add it as an exception. 

To do this, you can generate an exception for third-party cookies on certain 

pages to improve your user experience by adding the site, as shown in the 

following image, by clicking on the “Add” button:
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2. Microsoft Edge web browser

Passage Description

7.

In the settings of the “Privacy, search and services” section, enable the option 
“Enhance your web security” in the “Security” section. To obtain this protection, 
click on the text “Enhance your web security” or enable the option from the side 
button, as shown in the following image:

This protection offered by the Microsoft Edge browser includes, among others, 
the following features:

–	Add security mitigations for sites you do not visit frequently.
–	Most sites perform as expected.
–	Block security threats.

8.

In the same section, enable the option “Block potentially unwanted applications”:
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2. Microsoft Edge web browser

Passage Description

9.

The “Use Secure DNS” functionality is enabled by default. However, by default it 
makes use of the DNS of the current service provider, which may result in unsecured 
connections being attempted against a website due to service interruptions.

It is therefore possible to set one of the DNS provided by the browser or even a 
customised one if you are in a business environment:

10.
Then make sure that the options “Microsoft Defender SmartScreen” and “Enable 
site security services to get more information about the websites you visit” are 
enabled. If not, enable both options.
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2. Microsoft Edge web browser

Passage Description

11

Finally, related to the settings aimed at preventing tracking and improving web 
security, it is possible to set up a more restrictive configuration by setting both 
settings to the “Strict” configuration.

This setting is more secure but may cause certain websites to stop working as 
expected. Therefore, if this setting is enabled, it is possible to set exceptions for 
those websites that require it.
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2. Microsoft Edge web browser

As will also be discussed in later sections, background data delivery is 
a very important part of security and privacy to prevent the execution 
of malicious code.

2.5.4 Section home page, main page and new tabs

Passage Description

1.

Within the “Home page, main page and new tabs” section, in the “New tab page” 
section, disable the “Pre-load new tab page for faster experience” option.
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Passage Description

1.
In the following, the aspects that prevent the storage and blocking of certain 
cookies will be modified to prevent the storage of information that is not necessary, 
as well as the blocking of information in the background.

2.

In the Edge settings, go to the “Cookies and site permissions” section, and then 
to the “Manage and delete cookies and site data” section.

Once there, enable the “Block third-party cookies” option and disable the “Preload 
pages for faster browsing and searching” option, as shown in the image below:

The configuration of cookies and background traffic is a very important 
part of security and privacy. Securely configuring these elements can 
prevent security breaches and potential theft of sensitive information, 
as an attacker could hide the execution of malicious code through 
background browser traffic.

To avoid these risks, we recommend the following settings in the 
Microsoft Edge browser:

2.5.5 Cookies and site permissions section

2. Microsoft Edge web browser

Cookie settings and 
background delivery 
of information are a 
very important part of 
security and privacy. 
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2. Microsoft Edge web browser

Passage Description

3.
Continuing with the configurations, some aspects should be changed to avoid 
attacks on minimised windows, windows in the background, and code executions 
via JavaScript, which are commonly used for malicious attacks.

Note: There are some pages that require third party cookies to function 

properly. If you detect that a page is not working as expected, you may 

need to enable third party cookies for it to work properly. To do this, you can 

generate an exception for third-party cookies on certain pages to improve 

your user experience, as shown in the following image.
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2. Microsoft Edge web browser

Passage Description

4. 

To limit and avoid the above, you must access the “Cookies and site permissions” 
section, in the “JavaScript” section. Once inside JavaScript, it is recommended 
to disable the “Allowed (recommended)” option as shown in the following image:

Note: In most cases, JavaScript should be kept enabled to provide full 

functionality on web pages that are visited. However, in some enterprise 

environments where enhanced levels of security are required, it is 

recommended to review these settings and block the use of JavaScript to 

prevent code execution attacks, adding exceptions only on those sites that 

are necessary for the organisation by adding them in the “Allow” section.
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2. Microsoft Edge web browser

Passage Description

5.

Subsequently, in the same section, called “Cookies and site permissions”, the 
aspects relating to “Synchronisation in the background” shall be disabled, so as 
not to allow recently closed sites to carry out unwanted executions.

Disable the option “Allow recently closed sites to finish sending and receiving 
data” as shown in the image below:

6.
To finish the settings in the “Cookies and site permissions” section, some aspects 
relating to the use of hardware communication elements of the equipment must 
be changed. This will allow the privacy settings to be set to suit the user’s needs.

7.

The following items shall be set to “Locked” status:

–	“Location”
–	“Camera”
–	“Microphone”
–	“Notifications”
–	“Automatic downloads”
–	“USB devices”
–	“Serial ports”
–	“File editing”
–	“Clipboard”
–	“Payment controllers”
–	“Virtual reality”
–	“Augmented reality”
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2. Microsoft Edge web browser

Passage Description

These settings may be modified, allowing their use or adding exceptions to 
websites that require the use of these elements:
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2. Microsoft Edge web browser

Passage Description

1.

In the “System and Performance” section, under “System”, disable the option 
“Continue running extensions and applications in the background when 
Microsoft Edge is closed”, as shown in the image below:

 

As discussed in previous sections, the execution of code in the 
background after closing the Microsoft Edge browser is susceptible to 
malicious attacks and should be disabled by following the steps below:

2.5.6 System and performance section
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3.	 Checklist
Criticality Description

High
Microsoft Edge must have the latest security-related software updates installed by 
manually installing the latest version available for download, the Microsoft Edge 
automatic update tool, or the Windows Update tool in the Windows operating 
system.

High In case browser extensions are used, you should ensure that they are up to date 
and from reliable sources.

Medium When a user switches from a secure (SSL-enabled) page to a non-secure page, 
Microsoft Edge is configured to notify the user.

Medium Microsoft Edge is configured to block pop-up windows.

Medium Microsoft accounts can be used and signed in to synchronise data in Microsoft 
Edge, with a user-provided account.

Medium Microsoft Edge is configured not to auto-complete searches and URLs, without 
sending information to the default search engine.

Medium Microsoft Edge is configured not to save site passwords.

Medium Microsoft Edge is configured not to automatically sign in to websites that have 
your credentials stored.
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3. Checklist

Criticality Description

Medium Microsoft Edge is configured not to save or autofill payment methods.

Medium Microsoft Edge is configured to allow websites to not check for saved payment 
methods.

Medium Microsoft Edge is set to block third-party cookies.

Medium Microsoft Edge is configured not to preload information from pages. 

Medium Microsoft Edge is configured to allow closed pages to not send and receive data.

Medium Microsoft Edge is configured to disallow the use of JavaScript, unless an exception 
is added.

Medium Microsoft Edge is configured not to run background applications when you close 
the browser. 
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Here are ten security 
recommendations for 
using Microsoft Edge.

4. Decalogue of 
recommendations
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1

2

3

4

5

6

7

8

9

10

It is recommended to always use the latest stable version with the latest updates.

A review of the security-related functions of the software is recommended, as it will 
provide a better defence against possible attacks.

If plug-ins need to be installed, it is recommended to use official and/or reliable sources.

It is recommended that you do not use the password vault available in Microsoft Edge. 
Instead, it is recommended to use other applications that implement strong encryption 
to store passwords more securely.

It is recommended to look at the site's identity button (a padlock in the address bar to 
the left of the address bar) to quickly and easily find out whether the connection to the 
page is encrypted and, in some cases, who the owner is. This information helps in the 
detection of malicious pages.

The use of secure protocols (https) is always recommended, especially when personal 
data is used to secure end-to-end communications.

The use of encryption software for sending personal information is recommended as an 
additional security measure, including the use of secure protocols such as https.

The use of two-factor authentication is recommended for the use of online services. This 
adds an additional layer of security to accounts because additional verification will be 
required at login (SMS, phone call, authenticators, verification code, etc.).

It is recommended to delete cookies and block background browsing to prevent some 
websites from tracking search patterns and to safeguard user privacy.

It is recommended that you clear your cache and delete temporary internet files to solve 
common problems with websites.

Decalogue of recommendations
for Microsoft Edge

CCN-CERT BP/26: Microsoft Edge security recommendations 39



www.ccn.cni.es

www.ccn-cert.cni.es

oc.ccn.cni.es


		2024-05-22T00:49:21+0200
	CENTRO CRIPTOLOGICO NACIONAL




